
 
 

UNIT – II 

Business Perspective & Controlled Attack Planning 

PART – A (Short Answer Questions) 

S.No Questions BT CO PO 

1 What are Business Objectives? L1 CO2 PO1 

2 Define Security Policy. L1 CO2 PO2 

3 Why are previous test results important? L2 CO2 PO1 

4 What are business challenges in security testing? L2 CO2 PO1 

5 Define Inherent Limitations. L1 CO2 PO1 

6 What are Imposed Limitations? L1 CO2 PO1 

7 Why is timing important during an attack? L2 CO2 PO1 

8 What is a Multi-Phased Attack? L2 CO2 PO1 

9 Define Engagement Planner. L1 CO2 PO1 

10 State the role of Law Enforcement in penetration testing. L2 CO2 PO1 

 

PART – B (Long Answer Questions) 

S.No Questions BT CO PO 

11 Explain the Business Perspective of Ethical Hacking.  L2 CO2 PO2 

12 Discuss Security Policies and their importance in organizations.  L2 CO2 PO3 

13 Explain various Business Challenges encountered during penetration testing. 

(L3 

L3 CO2 PO2 

14 Describe Planning for a Controlled Attack in detail.  L2 CO2 PO1 

15 Differentiate Inherent Limitations and Imposed Limitations.  L2 CO2 PO2 

16 Explain various Attack Types and Source Points used in penetration testing. 

(L3 

L3 CO2 PO3 

17 Discuss Required Knowledge and Teaming Structures for security 

assessments.  

L2 CO2 PO2 

18 Explain Multi-Phased Attacks with suitable examples.  L2 CO2 PO1 

19 Describe the roles of Security Consultant L3 CO2 PO2 

20 Explain the significance of Intermediates and Law Enforcement in ethical 
hacking engagements.  

L4 CO2 PO3 

 


